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DETAILED ACTION 

1 . This is a first office action in response to application filed, with the above 
serial number, on 12 June 2001 in which claims 1-29 are presented for 
examination. Claims 1-29 are therefore pending in the application. 

Claim Rejections - 35 (JSC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 3 recites the limitation "said second BTCP module" in line 10. 
There is insufficient antecedent basis for this limitation in the claim. 

Claim 5 recites the limitation "said second BTCP module" in line 25. 
There is insufficient antecedent basis for this limitation in the claim. 

Claim 17 recites the limitation "said front end server" in line 28. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim 17 recites the limitation " the TCP module " in line 28. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent published under section 
122(b), by another filed in the United States before the invention by the applicant for patent or 
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(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21 (2) of such treaty in the English language. 

4. Claims 1-29 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Albert et al (hereinafter "Albert", 6,775,692). 

Albert teaches the invention as claimed including TCP request forwarding 
and monitoring (at least Abstract). 

As per Claim 1 , Albert teaches a communication network, a method of 
TCP state migration comprising the steps of: 

a) establishing a communication session between a client and a front-end 
node at a first bottom TCP (BTCP) module located below a first TCP module in a 
first operating system at said front-end node, said front-end node accessing a 
plurality of back-end web servers forming a web server cluster that contains 
content (at least col. 7, lines 36-60; forwarding agents connecting client/servers); 

b) receiving a HTTP request from said client at said first BTCP module (at 
least col. 15 line 36 - col. 16 line 15; col. 8, lines 17-25; httpfrom client); 

c) parsing said HTTP request to determine which back- end web server, a 
selected back-end web server, in said plurality of back-end web servers can 
process said HTTP request, said selected back-end web server not said front- 
end node (at least col. 9, lines 10-34, 45-58; service manager detailing load 
balancing); 

d) extending said communication session to said selected back-end web 
server by handing-off an initial TCP state of said first BTCP module to said 
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selected back-end web server (at least col. 14 line 65 - col. 15 line 27; SYN/ACK 
packets); 

e) sending said HTTP request to said selected back- end web server (at 
least Fig. 5; data to host/server); 

f) switching a bottom IP (BIP) module at said front-end node to a 
forwarding mode, wherein packets received at said BIP module from said client 
are forwarded to said selected back-end web server, said BIP module located 
below an IP module at said front-end node (at least Fig. 5; col. 14, lines 1-15; 
forwarding data packet); and 

g) terminating said communication session at said front-end node after 
said HTTP request is fully processed (at least col. 32, lines 46-63; connection 
ends). 

As per Claim 2, the method as described in Claim 1, wherein said content 
is partially replicated between each of said plurality of back-end web servers (at 
least col. 3, lines 22-57; clustered servers). 

As per Claim 3, the method as described in Claim 1, wherein said second 
BTCP module is located below a second TCP module in a second operating 
system at said selected back-end web server (at least Fig. 3; col. 1 1 line 30 - col. 
12 line 5). 

As per Claim 4, the method as described in Claim 1, wherein said initial 
TCP state is associated with said communication session, said communication 
session established for the transfer of data contained within said content to said 
client (at least Fig. 5; col. 12, lines 22-35; TCP connection). 
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As per Claim 5, the method as described in Claim 4, wherein said step d) 
comprises the further steps of: 

sending a SYN packet to said selected back-end web server (at least col. 
12 line 23 -col. 13 line 51), 

said SYN packet intercepted by said second BTCP module (at least col. 
12 line 23 - col. 13 line 51 ; received by forwarding agent), 

said SYN packet originally sent from said client to said front-end node in 
requesting said communication session (at least col. 12 line 23 - col. 13 line 51), 

said SYN packet stored at said first BTCP module (at least col. 12 line 23 - 
col. 13 line 51); 

including an initial sequence number within said SYN packet that enables 
said second BTCP module to understand proper TCP state of said first BTCP 
module said communication session (at least col. 12 line 23 - col. 13 line 51; col. 
19, lines 12-15); 

receiving a SYN/ACK packet from said selected back-end web server, 
said SYN/ACK packet updated by said second BTCP module to reflect said 
proper TCP state of said first BTCP module (at least col. 12 line 23 - col. 13 line 
51); and 

sending an ACK packet from said first BTCP module to said selected 
back-end web server, said ACK packet originally sent from said client to said 
front-end node in establishing said communication session (at least col. 12 line 
23 - col. 13 line 51; TCP connection being established between the client, 
forwarding agent and server). 
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As per Claim 6, the method as described in claim 1 , wherein said method 
comprises the further step of: 

sending response packets from said selected back-end web server to said 
client in a communication path that does not include said front-end node by 
changing headers of said response packets such that it appears that the source 
of said response packets is said first BTCP in its proper TCP state (at least col. 7 
line 60 - col. 8 line 11; modifying addresses in header). 

As per Claim 7, the method as described in Claim 1 , wherein step g) 
comprises the further steps of: 

intercepting TCP control packets from a second TCP module located at 
said selected back-end web server at said second BTCP module (at least Fig. 
13; col. 12 line 23 - col. 13 line 51; col. 32, lines 46-63; TCP connection ending 
between the client, forwarding agent and server); 

sending said TCP control packets to said first BTCP module from said 
second BTCP module (at least Fig. 13; col. 12 line 23 - col. 13 line 51; col. 32, 
lines 46-63; TCP connection ending between the client, forwarding agent and 
server); 

sending said TCP control packets to said client from said first BTCP 
module (at least Fig. 13; col. 12 line 23 - col. 13 line 51; col. 32, lines 46-63; TCP 
connection ending between the client, forwarding agent and server); and 

terminating said communication session at said front-end node and said 
back-end web server (at least Fig. 13; col. 32, lines 46-63; connection ends). 
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As per Claim 8, the method as described in Claim 1, wherein said front- 
end node and said plurality of back-end web servers comprise a web site, said 
front-end node providing a virtual IP address for said web site (at least col. 28, 
lines 34-38; col. 4, lines 43-52; col. 9, lines 45-58; web virtual IP addresses). 

As per Claim 9, the method as described in claim 8, wherein said front- 
end node, and said plurality of back-end web servers are coupled together by a 
local area network (at least Fig. 2; col. 7, lines 37-60). 

As per Claim 10, the method as described in Claim 8 wherein said front- 
end node and said plurality of back-end web servers are coupled together by a 
wide area network (at least Fig. 2; col. 7, lines 37-60). 

As per Claim 16, the method as described in Claim wherein said TCP 
control packets include a RST flag and a FIN flag (at least col. 28, lines 34-43). 

As per Claim 17, wherein said method bypasses the TCP module at said 
front end server (at least col. 7 line 60 - col. 8 line 1 1 ; Fig. 2). 

As per Claim 21 , the method as described in Claim 1 1 , wherein said 
content is partitioned between each of said plurality of back-end web servers (at 
least col. 3, lines 22-57; clustered servers). 

As per Claim 22, Albert teaches a communication network for TCP state 
migration comprising: 

a client (at least Fig. 2); 

a front end server coupled to said client by said communication network, 
said front-end node including a front-end bottom TCP (BTCP) module located 
below a front-end TCP module in a first operating system, and a bottom IP (BIP) 
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module located below an IP module in said first operating system (at least Fig. 
2); and 

a plurality of back-end web servers including a selected back-end web 
server, said plurality of back-end web servers containing content that is 
partitioned between each of said plurality of back-end web servers, each of said 
plurality of back-end web servers coupled to said front-end node through said 
communication network, each of said plurality of back-end web servers including 
a back-end bottom TCP module located below a back-end TCP module (at least 
Fig. 2; col. 3, lines 22-57 col. 7, lines 36-60; clustered servers connected to 
forwarding agent). 

As per Claim 23, the communication network as described in Claim 22, 
wherein said front-end BTCP module establishes a communication session with 
said client for the transfer of data contained within said content to said client (at 
least Fig. 5; col. 8, lines 26-61 ; TCP connection transfers data). 

As per Claim 24, the communication network as described in Claim 23, 
wherein said front-end BTCP module parses a HTTP request from said client in 
order to determine which of said plurality of back-end web servers, a selected 
back-end web server, contains said data in order to process said HTTP request 
node (at least col. 9, lines 10-34, 45-58; service manager detailing load 
balancing). 

As per Claim 25, the communication network as described in Claim 23, 
wherein said front-end BTCP module extends said communication session to 
said selected back-end web server by handing-off an initial TCP state of said 
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front-end BTCP module to a second BTCP module located at said selected back- 
end web server, said initial TCP state associated with proper TCP state for said 
front-end BTCP module in said communication session, said front-end BTCP 
module further forwarding packets, including said HTTP request, from said client 
after successfully handing-off said initial TCP state (at least col. 7 line 60 - col. 8 
line 11; col. 14 line 65 - col. 15 line 27; Fig. 5; data to host/server including 
SYN/ACK packets). 

As per Claim 26, the communication network as described in Claim 25, 
wherein said second BTCP module understands said proper TCP state of said 
front-end BTCP module in said communication session and modifies headers in 
response packets from said selected back-end web server reflect said proper 
TCP state (at least col. 7 line 60 - col. 8 line 1 1 ; modifying addresses in header). 

As per Claim 27, the communication network as described in Claim 25, 
wherein said BIP module changes a destination address in forwarding said 
packets from said client (at least col. 7 line 60 - col. 8 line 1 1 ; modifying 
addresses in header). 

As per Claim 28, the communication network as described in Claim 26, 
wherein said second BTCP module located at said selected back-end web server 
sends said response packets from said selected back-end web server to said 
client in a communication path that does not include said front-end node by 
changing headers of said response packets such that appears the source of said 
response packets is said front-end node (at least col. 7 line 60 - col. 8 line 1 1 ; 
modifying addresses in header). 
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Claims 1 1-15 do not add or define any additional limitations over claims 1 
and 3-7 and therefore are rejected for similar reasons. 

Claims 18-20 do not add or define any additional limitations over claims 8- 
1 0 and therefore are rejected for similar reasons. 

Claim 29 does not add or define any additional limitations over claim 2 and 
therefore is rejected for similar reasons. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Brendel et al, Vange et al, Soderberg et al, Aviani et al, 
and Colby et al are cited for disclosing pertinent information related to the 
claimed invention. Applicants are requested to consider the prior art reference for 
relevant teachings when responding to this office action. 

6. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Gregory G Todd whose telephone number is 
(703)305-5343. The examiner can normally be reached on Monday - Friday 
9:00am-6:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Ario Etienne can be reached on (703)308-7562. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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